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CYBERCRIM

ntent to commit harm

against a p organization;

OThe perpetrated or intended harm must encompass conduct

amounting to interference or damage to either tangible j’
nd

intangible property owned by a person or organization; a

OThe conduct concerned must be criminalised within either the
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) jurisdiction of the victim or the jurisdiction of the accused
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more persons,

e and acting in concert
with the aim of committing one or more serious crimes
or offences established in accordance with this
Convention, in order to obtain, directly or indirectly, a
financial or other material benefit) j



IN TH E CY ps who have started to
l SPACE make use of digital technology in furtherance of

criminal objectives (organised groups which utilise

computer resources to conduct traditional crimes)
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STRUCTURE OF CYBERCRIME
ORGANISATIONS

(RODERIC BROADHURST/PETER GRABOSKY /MAMOUN ALAZAB/STEVE CHON, 2014)



minimum level. Swar online activities

like hate crimes.

" Hubs: Comparing to swarms, they are more organised with a clear command

@)
structure. Hubs consist of a focal point of core criminals and peripheral
collaborators around it. They carry out wide range of online criminal activities, j
\ inter alia, piracy, phishing attacks, botnets and online sexual offending [ P
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Large collective,
disorganized, typically
consisting of
ephemeral clusters

of individuals.

For example,
Anonymous has
properties of a swarm.

Central command
structure that can be
hierarchical. Strong
ties or continued
interaction between
individuals. For
example, LulzSec has
properties of a hub.




clustered

hybrids engage in data for monetary

l purposes thereafter.

" Extended Hybrid: They are less centralised comparing to clustered hybrids,

but they operate similarly. They have an adequate level of coordination to
realise their operations. Extended hybrids conduct various criminal activities j

\ by many associates and subgroups.
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nature. Gene se. They use digital

technologies in an ¢
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CRIME

AUGMENTED
WITH DIGITAL
TECHNOLOGY
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e already executed
ads: they post their own add,
set up an actual meeting and arrest the customers seeking

prostitutes .

O E.g. Online trafficking of the stolen goods. Before online trafficking
became widespread, the most practical choice the thieves had was to
sell it in their own general region, which actually facilitates law ﬂ)
enforcement’s work and help them to catch the thieves by tracing the
stolen good. Online sales venues allow thieves in one location to sell
their stolen goods across a diverse market space, therefore beclouds
tracking the merchandise back to the thieves.



WITH DIGITAL is an additional
TECHNOLOGY

opportunity evidence.

® In practice, there are many instances that the law
enforcement agencies have used the internet as part j

of sting operations.
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ighly skilled
a great risk for the

l ORGANISED digital wo mulative efforts of such criminals

GROU PS increases the capabilities of these organisations beyond
any individual’s.
® Hence, investigating cybercrimes by cyber gangs
require strong coordination, corporation and
specialisation Ibid, p. 210.
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CYBERCR

EXECUTED BY music. The market for
ORGANISED trade secrets and confidential information is relatively

GROUPS small.

(3) Extortion: More propriate for a group, rather than an
individual, due to its complex nature. The most common way?
to commit this crime is stealing proprietary data and
threatening to release it if their demands are not met, or |
\ T DOG. DR MURAT VOLKAN DULGER breaching a network and threatening to publish how they
P did it, hence allowing easy access to other hackers
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CYBER TERRORISM



CYBER T

® Basically, cyber terrorism is «the use of computer

systems to conduct a terrorist attack»
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urity breach as the
presence of this risk itself obliges subjects to
purchase various software and hire computer-

security professionals in order to preclude any
cyber-attacks
e



O
ULTRA-SECU
AND
lLESS-SENSITIVE SYSTEM

Q
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a based which is
issions; in addition, he/she
of ammunition and food supplies is
synchronically being routed to the same base; also he/she
realises that a given unit’s all leaves have been cancelled. At that
point, it is evident that these troops are preparing to deploy. Our
cyber spy would like to disrupt this operation and for that
purpose he/she alters the records for the shipment of suppliesio

that the supplies are delivered two days late and to the wrong
location, which undermines the mission of the said troops y
interfering with logistics.



INFORMA
WARFARE

l ®* Propagan ed as a resource.
® Criminal organisations must disclose some information regarding
O them, such as names of gang members and information on public

gatherings, and this can be an advantage for law enforcemenj

agencies to whom background information is crucial.

i W,
\ ® The disinformation campaigns can be also used by law enforcement :
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/o agencies, and they can utilise the internet to feed misinformation to

criminals and terrorists.



CYBER

ESPIONAGE
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by major

O e.g. CIO

behind many infiltrations, stating that “It has become an article of faith in

ssibility that the Chinese government is

the information security world that the Chinese government is behind many
advanced persistent threats (APTs)—sophisticated, long-term cyber-attacks

that target companies for their intellectual property and trade secrets.”

®* Cyber espionage must be investigated through following the information as -
such information can provide clues about who would want that informq'rion,‘
which can create a suspect list for the investigators. Combining that information

with computer forensic can ease the investigation process.
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INVESTIGATING ORGANISED
CRIME IN THE CYBER SPACE



2. Council o

Convention”)

O
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inal group is
active in several States that may have jurisdiction
over the conduct of the group, the international
community seeks to ensure that there is a
mechanism available for those States to coordinate

their efforts.




THE ISSUE O
JURISDICTION

or permanent
offences against nationals

committed ab principle".

> The offence is committed by one of their nationals or by a habitual resident in their territory. This

is called the "active personality principle".

O » The offence of participation in an organized criminal group is committed outside their territory
with a view to the commission of a serious crime inside their territory. This is called the

" . . . "
protection principle".

\ » The offence consists of involvement in money-laundering outside their territory aimed at the

laundering of criminal proceeds in their territory.
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/O » The alleged offender is present in its territory and the State party does not extradite him or her.

This is called "aut dedere aut judicare”, or "extradite or prosecute principle".




JURISDICT

under the laws of that

Party; or

O >by one of its nationals, if the offence is punishable under
criminal law where it was committed or if the offence is

committed outside the territorial jurisdiction of any State.
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THE
JURISDICT @ all,  where

view fo determining the

most appropriate jurisdiction for prosecution.”

¢
@
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J U RISDICT onduct, the

l those States Parties shall,

as appropriate, consult one another with a view to

O
coordinating their actions.”
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INVESTIGA

TECHNIQUES AN

INTELLIGENCE
GATHERING
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s also have skills in linguistics and
psychology, and they combine these skills to execute social
engineering deception, manipulate decision-making processes and

alter perceptions.

3. A considerable amount of cybercrime is committed through soﬁ?e

level of organisational structure.

>Thus, compared to traditional criminal offending, cybercrime requires

fundamentally different strategic and tactical responses.
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offense.

[e ‘com petent.

jues, the specialities
ne in mind.

st be brought info equation in

" an investigation.

>Firs’r|y, deductive and inductive reasoning must be employed to |
‘ establish sequences of events. Then traditional law enforcement|
/)DOC- O L techniques including surveillance, interviewing, search and seizure,

and formal legal process mechanisms shall be implemented.
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es to

nd, where

1l _investigative

of surveillance and
etent authorities in its

ef Cf;ély combating organized

OUndoubtedly using covert human intelligence sources, i.e.”
O undercover agents have an important role for the
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/) proactive approach pursuant thereto.
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